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Introduction

We designed a system for wirelessly controlling relays and monitoring current.  This is used for a home load simulation.  By wirelessly turning relays on and off by sending commands from a PC to a microcontroller we can change the total load (current) to our simulated home.  For wireless communication, we used XBee Series 2 Zigbee RF modules.  One of these modules was connected to a microcontroller and the home load simulation, while another was connected to the PC, which was used for collecting and displaying data as well as for relay monitoring and control.

Rationale and sources of your project idea

This project was proposed by a research/project team here at Cornell working on a so-called “Smart Home Energy Monitoring System.”  Our points of reference within this group are Professor John Belina (belina@ece.cornell.edu) and Kamil Bojanczyk (ksb37@cornell.edu).

What this group is working on is an energy-monitoring system for a home using alternative energy sources.  A very high-level block diagram of this system is shown below:
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Figure 1.  High-level diagram of the "Smart Home Energy Monitoring System."

In the above diagram, the “Magic Box” essentially exists to route energy between the house, the various energy sources (for example, a solar cell or the electric grid), and an energy storage unit (such as a rechargeable battery).  In this project, we will “black box” this Magic-Box system, and instead focus on another portion of this energy monitoring system, which involves sending data regarding energy usage and various energy loads (by wirelessly controlled relays) to a PC in order to display and monitor energy usage within the home.

         Our project focuses on the House to In-Home Display (IHD) part of this system.  What our project does is the following:

         Simulates a home by using resistors to model various appliances or groups of appliances

         Allows a user to wirelessly turn on and off various sets of appliances by controlling relays

         Monitors total power consumption and current in this home

         Wirelessly transmits the above data to a PC, displaying the data on a graph that shows real-time power consumption in the home (or simulated home)

Our simulated “home” consists of 7 appliances, each modeled by a resistance (a load).  These 7 loads are all in parallel, and are fed voltage from a 5 V DC source (the microcontroller).  In a real house, the source voltage would be 120 V AC (in the United States at least).  We considered attempting to implement this, but considering the practical dangers of “playing around” with 120 V AC circuits as well as the fact that a relay control system shouldn’t depend on the voltages being fed through the relays led us to decide to stick with 5 V DC circuits for testing and simulation.   
Background Theory

What we have built is a simple transmission system based on the Zigbee routing and networking protocol.  This protocol and its details are discussed in greater detail in the Standards section (below); in this section, we focus on underlying network theory and the role this theory played in our project. 

Data networks (and transmission systems) are typically divided into various layers based on functionality.  This is sometimes called a “protocol stack” (in our case, we are using a “Zigbee stack”).  Essentially, the lower the layer, the closer we are to worrying about actual physical electrons flying around.  Conversely, the higher the layer, the less we are worrying about physical constraints and the more abstract the data structures are that we are dealing with and manipulating. 

The most famous of these layering models is the Open System Interconnection (OSI) Reference Model, which is shown below:
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Figure 2. The OSI Reference Model (Source: http://en.wikipedia.org/wiki/OSI_model)

 

The functionality of each layer (or group of layers) is described in a bit more detail below. 

Physical Layer

The physical layer's job is to move individual digital bits from one place to another.  The protocols in this layer depend on the actual physical medium.  For example, in a wireless system, the actual physical medium is simply the atmosphere. 

Link Layer

A network's link layer routes a series of bits (sometimes called a datagram) from one node in a network to another.  This can happen through a series of intermediate switches (or routers).  Protocols at this layer provide more robust and full-featured services than protocols at the physical layer.  WiFi is one example of a link-layer protocol. 

Network and Transport Layers
Again, since these layers are higher in the model, protocols at this layer typically are more full-featured than protocols at the link or physical layers.  Protocols at these layers use the link layer's routing capabilities to move the aforementioned datagrams between nodes in a network.  The Internet Protocol (IP) is probably the most famous network layer protocol, while the Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP) are two examples of well-known and widely-used transport-layer protocols.  Certain higher-level functionality is more prevalent in these two layers than in lower levels.  For example, flow control – controlling the transmission rate between nodes in order to lower congestion on the network (realizing that even just a two-node transmission system can be considered a “network”) – and reliable transmission (ensuring that a packet is actually received) are two features commonly implemented in the network and transport layers. 

Session, Presentation, and Application Layers
These layers are essentially the end-result of a networking protocol stack.  For example, a web browser resides in the application layer.  These layers make use of all of the lower layers to send data between nodes on a network, and then use their own protocols for manipulating that data.  A web browser renders HTML but uses lower-level protocols to send HTML between nodes in a network.

Our Project 

The part of our project that we implemented basically deals with the network layer and above.  The XBee chips (which are discussed in much greater detail later in the report) and firmware allow us to “black box” the Data Link and Physical layers, and the open source Xbee-API and Xbee-Arduino software packages greatly simplified our work in the network layer.  Thus, it was not strictly necessary for us to have a deep understanding of the underlying physical, link, and network layer protocols used, but a brief discussion of this is warranted nonetheless.

The physical layer protocol/standard used in Zigbee systems is IEEE 802.15.4 (http://www.ieee802.org/15/pub/TG4.html).  This is a wireless standard that operates, in North America, in the range of 2400-2483.5 MHz or 902-928 MHz.  Zigbee, and most importantly our chips, operate in the higher 2.4 GHz range, so that is the range we will briefly discuss here.  The data transmission rate is up to 250 kilobits per second.

Logical Structure

A block diagram of our system is shown below.  As you can see there are seven relays which are controlled by the MCU.  The MCU gets its command from the Xbee Chip which is wirelessly transmitted from another Xbee chip that is connected to the PC.  The user can specify from the PC which relays they want to turn on and off.  Also all seven of the relays load goes through a .2 ohm power resistor which goes through an optoisolator to keep it safe from the MCU and finally to the Xbee chip.  This gets transmitted back to the PC to be displayed on a graph in a GUI.
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Figure 3.  High-level design overview of our project.

Hardware/Software Tradeoffs

We didn’t really have much hardware/software tradeoffs because we didn’t have a budget constraint since we were working for a project team.  However we did decide to use an Arduino board instead of the STK500 which we were used to.  This required less software for us to write.  It seemed much less tedious to write certain tasks in Arduino such as turning on an LED.  We were interested in expanding our knowledge of other hardware/software that were similar but not exactly the same as what we had learned throughout the semester.  Other than that we did not have to do any other sort of tradeoff between hardware and software.

Standards

The most relevant standard for our project is the Zigbee wireless networking standard, which is IEEE 802.15.4.  The reason we chose Zigbee over WiFi (802.11) or another RF standard was twofold.  First, it consumes a very low amount of power, which could be very useful on the MCU-end of our transmission system (see Tentative Design section).  And second, it is (apparently) of much lower complexity than WiFi, making it easier to implement.  It has a lower data rate than WiFi (only up to 250 Kbits/second) but is still easily capable of transmitting the relatively low amounts of data that are necessary in this domain.  The main feature of this standard is the necessity of achieving technological simplicity, low operation cost, and low manufacturing cost without sacrificing flexibility or generality.

Software Details

Overview

The software portion of this project consists of two main applications: one for an Arduino-based microcontroller unit, and another for the PC.  Arduino, as discussed in the hardware section, is an “open-source electronics prototyping platform” based on Atmel microcontrollers (in our case, an ATMega328) and its own Arduino programming language.  This language is very similar to C/C++, and the programming paradigm is almost exactly the same as it is when writing in C for AVR-GCC and Atmel MCU’s. 

On the PC side, we used Java to interact with an XBee chip connected through either a serial or a USB port (in other words, the XBee is recognized as a serial device on the PC). 

Evolution of Software Design

The reason for choosing a Java-Arduino based system is simple: we found a pair of very well-documented open source (GPLv3) projects implementing an API for data transmission using XBee chips and the Zigbee protocol.  These projects are:

-          XBee-API: This is for the PC side.  It is a Java software library with the goal of providing “a flexible and simple to use API to interact with XBee radios.

-          XBee-Arduino: This is very similar to the XBee-API package (and was written by the same person), but is for Arduino-based micrcontroller platforms rather than PCs. 

We had originally intended to implement much simpler (read: dumber) pieces of software ourselves to provide a minimal subset of the functionality found in the above two packages.  However, as we learned more and more about the XBee chips and their operation, we realized our project would be much better if, rather than reinventing the wheel, we focused on learning how to use and extend solutions that were already available.  The stages of our high-level software design (and intentions) are briefly outlined below.

1.       We originally looked into using either Java or C# for the PC side of our application.  These are the two programming languages we were most familiar with, and are also two of the most widely-used and full-featured languages available today.  We spent about a week researching how to communicate through serial ports in these two languages, and found out that C# offered much better support for this.  However, the downside to C# is that its not nearly as multi-platform friendly as Java is.  Java is implemented and updated as a runtime environment on all major operating systems (Windows, Mac OS, Linux) whereas C#  is a “standard” language (in the sense that anyone can read the language specification and write a compiler for it) but is generally used for Windows development using Visual Studio.  An open-source alternative to Visual Studio, called Mono, is available, however, so we also looked into using this during the first week.

2.       After realizing in our first week of research that serial communication with Java was someone nontrivial and with C# might be difficult on non-Windows platforms, we turned to Python.  We found an open-source library called pySerial that makes serial communication very easy with Python.  The downside to this, however, was that neither one of us was (or is) very familiar with Python, and learning an entire new language in just a few weeks (in addition to implementing our project) could be difficult.  Still, we decided to take a run at using pySerial to communicate with the XBees on the PC side, and other Python libraries for the a relay control GUI and a real-time power consumption plot in our simulated house.

3.       The last and final stage of the evolution of our software design/intentions was our discovery of XBee-API and XBee-Arduino with roughly 2.5  weeks to go on the project.  At this point, we had played around with Python serial communication and the use of XBees in transparent mode (see the XBee Software and Operation section below for details on this; transparent mode essentially allows you to use two XBees as a “dumb” serial line replacement).  Our project was definitely doable using this, but we realized that using the XBee-API and XBee-Arduino software would allow us to make our software much better at the cost of learning a pair of new open source APIs as well as a new (or semi-new, since Arduino uses Atmel microcontrollers) hardware platform.

4.       The last major change we made was in deciding what to use when implementing the GUI on the PC side.  We needed a GUI for two things: first and foremost, for controlling relays and monitoring the status of those relays (essentially seeing whether or not they are open or closed), and second, for monitoring total power consumption (or current) in the house.  We originally wanted to make a fairly complex application for this, and base it on the Eclipse Rich Client Platform.  The Eclipse RCP essentially allows users to build “rich” client applications using various Eclipse plug-ins and extensions.  This, however, proved to be far too time consuming and complicated for our simple application needs.  Thus, we eventually settled on simply using both Java’s Swing GUI toolkit and Eclipse’s Standard Widget Toolkit (SWT) to build a simple GUI and graph.

Software Design, Microcontroller Side

On the MCU side, we essentially just have a main loop (note, however, that in Arduino, rather than writing an infinite loop in main, you simply write a function called loop() which does the same thing) that checks to see if a new XBee packet has arrived using the XBee-Arduino API. 

If a new packet has arrived, we need to do the following:

1.       First, make sure that the packet is a Zigbee packet carrying a payload.  If this is the case, proceed.

2.       Send an acknowledgement to the sender, letting the code on the PC know that we’ve received the packet.

3.       Wait to see if the sender gets the acknowledgement.  If debugging, print whether or not the sender got our acknowledgement.

4.       Now, using the String library on Arduino, construct a new string representing the payload that was sent from the PC.

5.       Parse this payload, looking for the commands RON and ROFF.  Our command format is RON01 for turning pin 1 on, ROFF07 for turning pin 7 off, etc.  Each relay is hooked up to a pin, so you can turn on and off relays in this manner.  You can send multiple commands per packet, our payload parser simply looks for each of those commands somewhere in the string, and the payload must begin with the String “CMD “.

6.       If RON or ROFF commands exist and are valid, simply turn on or off the pins that are signaled.  If both RON and ROFF commands for the same pin are in the same payload, turn the pin (relay) off.

Software Design, PC Side

All of the PC-side code was written in Java using Eclipse.  The code can be found on Google Code here.  The Javadoc documentation for our code is found here.  This provides the lowest-level overview of our code and software design as it is generated directly from comments written in the source code.  However, understanding a piece of software simply by looking at the Javadoc documentation can be difficult, so here we’ve provided a higher-level overview of our entire software design.

The design of our underlying software (not including the GUI) can be summed up in the following equation:

XbeeManager + RelayManager => XbeeRelayManager => XbeeSWTGui
 

Basically, we created an underlying API for controlling and monitoring relays in some generic way.  This API consisted of Relay objects, which are used to model relays (see the Javadoc for specific functionality and properties), and XbeeManager objects, which are used to manage local Xbees and send commands to remote Xbees on the PC using the XBee-API software.  We then combined the functionality of these two classes to create an XbeeRelayManager class, which extends RelayManager and makes use of XbeeManager to send commands.

XbeeManager sends commands as follows: given a command to send to the remote Xbee and the address of that Xbee, as well as an Xbee object from the Xbee-API software (representing the local XBee chip itself), perform the following steps:

1.       Construct a payload for a packet to send to the remote XBee.

2.       Construct a new packet to send to that XBee from the payload, addressed to the XBee specified.

3.       Now, attempt to send the packet, setting the timeout value to 10 seconds (this could be changed).

4.       Wait now, up to 10 seconds, for an acknowledgement from the remote XBee.  If no ACK is received within that timeframe, an XBeeTimeoutException occurs, and the send fails.

5.       If, on the other hand, an acknowledgement packet is received within 10 seconds, we know that the command was successfully sent to the remote XBee.  In this case, we can simply return true indicating our success.

6.       If we weren’t successful, return false or throw an exception (if something worse than a timeout occurred, such as the address of the remote Xbee not being found).

XbeeRelayManager simply uses the command-sending functionality of XbeeManager to turn on and off relays as well as update the status of those relays.  See the javadoc for these classes for a more detailed overview of their functionality.

Now for the main program: XbeeSWTGui.  To run the PC portion of our code, simply run the main section of this class.  What follows is an overview of what happens in main.  First, here are two screenshots showing the two windows that are launched by main:
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Figure 4.  The power consumption graph, which is updated in real time.
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Figure 5.  The relay control window.  You can select "appliances" (relays) and turn them on and off.

1.       First, begin by reading in the configuration file for this program.  I currently have the location of this file set to /home/casey/defaultCurrent.config; you will need to edit the code to change this location.  A sample config file is shown below:

The comments in the config file explain pretty much exactly what is going on here.

# The maximum age, in seconds, of an item that should be displayed
# on the graph of power consumption
MAX_ITEM_AGE=300
 
# Actual measured Vcc you are putting across your entire load
# circuit (default is 5.0 if you don't put anything here)
ACTUAL_VCC=4.82
 
# Value of the resistor we are measuring voltage across
CURRENT_RESISTOR=408
 
# Number of relays in the circuit.  You need to then specify
# 4 things for each relay, numbering them 1 to this number.
NUM_RELAYS=7
 
# You need to specify these for each relay
# They are, in order:
#   1 The label of the relay (will appear in the
#     GUI's table displaying the relays
#   2 The number of the relay (will appear in the
#     GUI table displaying the relays
#   3 The pin number on the Arduino board that controls
#     this relay.
#   4 The XBee pin that is monitoring this relay.
RELAY_LABEL_1=App1
RELAY_NUM_1=1
PIN_NUM_1=2
XBEE_PIN_1=D2
 
RELAY_LABEL_2=App2
RELAY_NUM_2=2
PIN_NUM_2=3
XBEE_PIN_2=D3
 
RELAY_LABEL_3=App3
RELAY_NUM_3=3
PIN_NUM_3=4
XBEE_PIN_3=D4
 
RELAY_LABEL_4=App4
RELAY_NUM_4=4
PIN_NUM_4=5
XBEE_PIN_4=D5
 
RELAY_LABEL_5=App5
RELAY_NUM_5=5
PIN_NUM_5=6
XBEE_PIN_5=D6
 
RELAY_LABEL_6=App6
RELAY_NUM_6=6
PIN_NUM_6=7
XBEE_PIN_6=D11
 
RELAY_LABEL_7=App7
RELAY_NUM_7=7
PIN_NUM_7=8
XBEE_PIN_7=D12
 
# The address of the local (connected to PC) XBee
SERIAL_ADDRESS=/dev/ttyUSB1
 
# The Serial High:Serial Low address of the remote
# XBee.  In this example, SH:SL = 0x0013a200403db15b.
XB_ADDRESS_0=00
XB_ADDRESS_1=13
XB_ADDRESS_2=a2
XB_ADDRESS_3=00
XB_ADDRESS_4=40
XB_ADDRESS_5=3d
XB_ADDRESS_6=b1
XB_ADDRESS_7=5b
 
2.       Next, we need to construct a new instance of PowerPlotter, which is used for plotting the power consumption in the house.  See the next section for more details on PowerPlotter’s operation.

3.       Now, we need to construct our relay control window. 

4.       Construct a new XBee instance.  As stated previously, this class is a part of the open source Xbee-API package, and represents an Xbee connected locally to the PC.

5.       We now add everything to our relay control window.  This includes a File menu (which currently does nothing) and a Relay menu, which is used for turning relays on and off and for updating the status of those relays.

6.       For each item in the Relay menu – turning relays on, turning relays off, and updating the displayed status of all of the relays – we need to add a selection listener (which is called when the user clicks on one of those options).

The selection listener for turning relays on and the listener for turning relays off are very similar, and they work as follows:

1.       Iterate through each item in the table which contains a list of relays and their properties (pin number on the Arduino board, pin number on the Xbee, and their current status) and see which relays are checked.

2.       For all of the relays that are checked, turn them on (or off, depending on which button was pressed and thus which listener was called).

The selection listener for updating the status of the relays is a bit different.  When this menu item is clicked, we simply iterate through all of our relays and their corresponding entries in the table and update the column in the table corresponding to the status of each relay based on that relay’s current status (each Relay object holds a property telling us whether that relay is on, off, or uninitialized, where uninitialized corresponds to a relay that we have not yet sampled as being on or off.

7.       Now, we simply add all of our relays to the table.  As stated in (1), relays are all specified in the configuration file for this program.

8.       Start up the XBee object by associating it to a serial port on the PC.

9.       The last thing we need to do is add a packet listener to our XBee object, which corresponds to the XBee chip connected to the PC.  This packet listener functionality is a part of the XBee-API open source package.

 

Our packet listener works as follows: when a packet is received, we want to check if the packet is an IO sample response (see the XBee configuration section below for more details here; in short, we have the remote XBee chip set up to monitor the relays using their on‐board digital IO pins and the current to the simulated house with the one of the XBee’s onboard analog IO pin and 10‐bit A/D converter, and it sends samples back to the PC every 3 seconds). If it is, then we need to update our graph of the power consumption by the house and update the status of all of the relays that have updated data in this sample response.

 

10.   The rest of the code is for starting up the relay control GUI and is standard and uninteresting.

 
PowerPlotter is the last class that bears discussion. It works as follows:

1.       When it is constructed, we do everything that is necessary to set up the graph. For plotting, we use the open source JFreeChart library, and our code is based off of some examples provided with that library.

2.       This class has one method, and it is simply used for adding a new item to the graph.

Xbee Configuration: A Brief Primer

The physical aspects of the Xbee chips are introduced in the hardware section (below).  Here, we will discuss the software aspects of the configuration. 

There are two different modes of operations that Xbees can run in.  They are: 

1.       Transparent mode

2.       API mode

In transparent mode, the Xbees essentially act as a dumb serial line replacement.  In other words, each Xbee simply forwards everything that comes in through its antenna to its Din port, and sends everything that comes in through its Dout port through its antenna and into the air.  This is functionally equivalent to simply having a serial line connected between the two Xbee chips.

In API mode, Xbee operation is not nearly as simple.  API stands for Application Programming Interface, and in this mode you can send commands to and from the Xbees to perform various tasks.  Further, it is in this mode that the Zigbee protocol is used for Xbee Series 2 chips.  In other words, whereas transparent mode acts as a dumb serial line replacement, API mode unleashes the full power of the Xbees and allows us to construct a real wireless network consisting of our two devices.

When in API mode, there are three more modes that each Xbee chip – or any chip on a Zigbee network – can operate in.  These modes are:

1.       Coordinator mode

2.       Router mode

3.       End Device mode

These modes are essentially listed in order of decreasing functionality.  Coordinators are the most powerful nodes in Zigbee networks, and can coordinate activity within one network while also interacting with the outside world.  Other nodes in the network “report to” the coordinator.  Router nodes have the capability of forwarding packets from one node to another (acting as an intermediary in the network, or a router).  End device nodes cannot act as routers but can communicate with routers or the network coordinator.  On series 2 Xbee chips (which we used), it is necessary to change the firmware on the chips to change between API and transparent mode and also between Coordinator, Router, and End Device mode.

In our application, we used the Xbee connected to the PC as a coordinator, and the remote Xbee as an end device.  This allowed us to use the Xbee connected to the PC to send commands to a remote Xbee, and also to set up automatic I/O sampling on the remote Xbee.  Xbees that are within the network of a certain coordinator are said to be “associated” with that coordinator node.

To configure Xbees, you can use Digi's own X-CTU software, which was created specifically for configuring Xbee and similar chips offered by Digi, or you can simply connect to the Xbee chips via a serial terminal (such as Hyperterminal) and send them a series of commands.  You can also use a network coordinator to send commands to be executed on a remote Xbee within that coordinators network.  The Xbee chips have various registers that store different parameters.  For example, the parameter AP is what determines whether the Xbee is in transparent or API mode.  When AP=0, transparent mode is enabled.  When AP=2, API mode is enabled (AP = 1 also enables API mode, but with slight differences that we won't discuss here).  Refer to the manual for other parameters, and see below for our configuration, which provides an example.

For changing Xbee firmware, X-CTU must be used (for all intents and purposes, it would be possible to change it without X-CTU, but this wouldn't be practical for most users with a limited amount of time).

Our Xbee Configuration

The configuration parameters that we changed on our two Xbees are described below. 

PC Side: The Coordinator

For this Xbee, we began by flashing the firmware so that we were operating in API mode and as a Coordinator.  We did this using X-CTU, as described above.

Next, we ran the following series of commands in order to configure the coordinator:

# Reset default settings
ATRE
# Set to API mode
ATAP 2
# Set the personal area network (PAN) ID 
# Note that the end device needs to have this
# same PAN ID in order to associate itself
# with this coordinator
ATID 1AAA
# Set this node's string identifier
ATNI PC_COORD
# Write our configuration so its not lost on reboot
ATWR
# Restart
ATFR 
MCU Side: The End Device

For this Xbee, we began by flashing the firmware so that we were operating in API mode and as an End Device.  Again, we did this using X-CTU, as described above.

Next, we ran the following series of commands in order to configure the end device.

# Reset default settings
ATRE
# Set to API mode
ATAP 2
# Set PAN ID
ATID 1AAA
# Set node's string identifier
ATNI REMOTE_XBEE
# Now, configure the Xbee to send IO samples to its coordinator
# every 0xbb8 (roughly 3000) milliseconds
ATIR 0bb8
# Now set D2,D3,D4,D5,D6,D11,D12 to digital inputs
# Each of these is used to monitor one relay
ATD2 3
ATD3 3
ATD4 3
ATD5 3
ATD6 3
ATP1 3 # P1 is D11
ATP2 3 # P2 is D12
# Now set D0 to analog input, using the Xbee's built-in 10-bit
# A/D converter, which reads 1.2 V as 1023 and 0 V as 0.
ATD0 2
# Write config
ATWR
# Restart
ATFR
One more note regarding the Xbee's on-board Analog-to-Digital converter: there are 4 pins that can be used for analog input right on the Xbee chips, and each of these has a 10-bit A/D converter that saturates at 1.2 V.  Thus, in order to get an accurate reading, you shouldn't attempt to read values much greater than 1.2 V.  As described in the hardware section, we set our current-measuring resistor to a value such that when all of the loads (relays) were turned on, we'd get voltage readings just below 1.2 volts, and thus around 1020 on the 10-bit A/D conversion.

Why use Xbee IO to monitor relays controlled by the MCU?

We made the decision to use the Xbee's own IO ports as monitors for the relays and for the current and power to the load for a couple of reasons.  First, it allowed us to take full advantage of how powerful the Xbee chips really are.  We were at first viewing them as simple RF modules, but in reality, they are almost microcontrollers in and of themselves.  They are capable of digital and analog IO, have tons of pins (see the manual for the official guide, but here: http://code.google.com/p/xbee-api/wiki/XBeePins for an unofficial one), and can be set up to automatically sample these pins and send all the values to the network coordinator at regular intervals ranging from just a few milliseconds to 65 seconds.   

The second reason for doing this was as for simple redundancy: we were using the MCU to turn on and off the relays, so simple assuming that the data we were getting back from the MCU regarding those pins wouldn't be as accurate as having two different readings, one from the Xbee (sent at regular intervals) and another from the MCU (sent to acknowledge receipt of commands to turn on and off relays).  We were able to separate the “checking” from the “setting” of the values.

Hardware Details

Our system consisted of an Arduino board with an Atmel Mega328 microcontroller, two Series 2 Xbee chips, and seven relays.

Arduino Board

The reason why we chose to use Arduino was because it is an open source software package that can be used with our Xbee chips.  It has an Atmel Mega328 MCU so we were able to do all the functions (ISR, configuring ports, etc) that we learned throughout the four labs beforehand.  Since we were familiar with a Mega644 MCU and not a Mega328 MCU we became very proficient at reading datasheets and figuring things out on our own.  The Arduino board was also useful in that it had a usb connection to that made it much more convenient to connect to our laptop.
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Xbee Chip

We used two Series 2 Xbee chips, more specifically 802.15.2 Series 2 Chip Antenna Xbee chips.  It has an on-chip antenna that has a range of 300 feet indoors.  It is also powered by 3.3 Volts.  We had originally wanted the much simpler Series 1 chips.  Series 1 Xbee chip is based on the IEEE 802.15.4 WPAN specification.  It supports point-to-point, and point-to-multipoint communication.  It also has 6 analog and 8 digital I/O pins, with 6 pins shared between digital and analog.  It is much simpler and does not require a firmware change to switch between Coordinator and End Device, or AT mode.  Series 2 is ZigBee compliant.  ZigBee introduces mesh networking, where networks can be extended beyond typical wireless range limits through the use of routers.  This radio supports 4 analog and 11 digital I/O pins, with 4 pins shared between digital and analog.  Some pros of the Series 2 chips are that it consumes less power and we can extend the range of the network beyond the limit of a single transmission by adding routers.  Some cons are analog inputs can only measure voltages between 0 and 1.2, requiring a voltage divider to step down from the reference voltage of 3.3V.  Another con is that it requires separate firmware for API and transparent (AT) mode.  You can't switch between API and transparent mode with the same firmware as with Series 1, instead you have to choose between installing the API firmware, or transparent firmware.  Additionally, the firmware is specific for Coordinator, and Router/End Devices. 

Since we got the Series 2 chip we needed to configure one chip to be a coordinator and another to be an end device.  We became familiar on doing this by the X-CTU program.  This required some researching and trial and error but we were able to configure each chip. 
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Since each needs 3.3 volts to power it we got a regulated Xbee Explorer board and a regulated USB explorer board.  This way we could connect one of the Xbee chips to the PC via the USB explorer board and the other to the Arduino board via the explorer regulated board.  The boards needed 5 volts to power it up and were pluggable into our breadboard after soldering on some pin headers.  The connection of the Xbee chip to the Arduino board to send and receive packets are as follows: 5V from Xbee chip to 5V on Arduino Board, Gnd from Xbee chip to Gnd on Arduino Board, Dout on Xbee chip to Rx on Arduino board, and finally Din on Xbee chip to Tx on Xbee chip. 

Relays
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We used 7 mechanical relays and connected them to resistors to serve as our appliances for our simulated home.  The way the relays were connected goes as follows: there are 2 control pins.  The first one goes to the MCU pin and the second one goes to the MCU gnd.  Also there are 2 other pins on the relay and the first of these two goes to the resistor that serves as an appliance and the second goes to VCC (5V).  We also attached an LED connected in series with a 330 ohm resistor to the control pins of the relay that go to the MCU.  The reason for this was so that we know when we turn on specific relays from the PC whether they actually turn on.  At first we used this for debugging purposes but then we decided that it would be better to leave them since they are a good visual aid for people.  The resistor value that we have for each appliance, the pins on the arduino board and Xbee chip, as well as the relay that controls it is as follows:

	Relay
	Resistor Value (ohms)
	Appliance
	Arduino Board pins
	Xbee pins

	1
	100,000
	Base
	2
	D2

	2
	68,000
	Lights
	3
	D3

	3
	36,000
	Fridge
	4
	D4

	4
	18,000
	Water Heater
	5
	D5

	5
	14,000
	Dishwasher
	6
	D6

	6
	3600
	Dryer
	7
	D11

	7
	3000
	Oven
	8
	D12


 

We had all the above appliances in parallel and connected them to each other.  So in order to measure the current that is going through when various appliances were turned on we needed to add a resistor in series with it and this was sent to pin A0 of the Xbee chip.  Also as mentioned above the Series 2 Xbee chip only measures a voltage from 0 to 1.2V so our calculations needed to address that.  So we had to find the max current that we would get and that would happen when all appliances were on and the value of the resistance would be 1283 ohms (Vcc= 4.82 V).  So we set the equation as follows:
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Solving these equations simultaneously you get:
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So we needed something a little below 425 ohms and we used 408 ohms.

Things We Tried that Did Not Work (Hardware)

At first we wanted to implement an optoioslator, HCPL-7520, to be used with our system.  We got this idea from a final project in 2008, Powerbox: smart AC outlet with metering and control by Cliff Jao and Xi Guo. We figured this would be a good bonus to our system and that if someone wanted to run 120V AC through our system they would be able to.  After many, many hours of trying to figure out why it wouldn’t work the way it was supposed to and consulting with Bruce, Professor Belina, and the TA’s  we decided to scrap it for our final project.  The HCPL-7520 was a 8 pin dip IC.  On one side you had VCC, Gnd, Vin+, and Vin-.  This was connected to your main circuit.  On the other side you have, VCC, Gnd, Vref, and Vout.  This was connected to the microcontroller.  By using the VCC and Gnd on both the microcontroller and the prototype board we ensured that they were isolated.  The way in which the HCPL-7520 was supposed to work was that when the Vin was between -.2V to .2V our Vout was supposed to resemble a nice linear line as shown below:
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Figure 6.  Theoretical transfer curve for the HCPL-7520 optoisolator.

Instead of this our Vout resembled this:
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Figure 7.  Observed transfer curve for our HCPL-7520 optoisolator.

We used a best fit line with degree=3 and the equation we got was y=272.5018*x^3 + .0513*x^2 – 1.2151*x +2.4733.  Nonetheless we decided to go ahead with the implementation with our graph and the points, however when we turned different loads on and off our Vout never changed.  We feel that we might have burnt out the chip or that we got a non-functioning chip.

We didn’t think that we spent all the hours trying to figure out why the chip wasn’t working properly for nothing.  We learned a whole lot on how to properly read data sheets, about opto-isolators, and got good practice with designing different circuits with voltage dividers to attain the voltages we wanted.  It wasn’t necessary for us to have implemented the opto-isolator.  Another group in the project team is using opto-isolators for the “smart home” system and is doing the current and power sensing.

Results of the design

Speed of execution

Our programs are very responsive.  Packets usually arrive with 50 to 70 milliseconds latency.  We get I/O samples from the Xbee chips every three seconds and then update the graph on the GUI.

Accuracy

We tested our relays extensively.  When we send the packets to turn on the relays the relays turn on.  We tested this by turning a few to all the relays at once and turning them off.  We know this because of the LED attached to them.  The A/D converter on the microcontroller is also very accurate and stable and gives us the same reading when we turn on the specific appliances.

How you enforced safety in the design

We had originally tried to use an opto-isolater to be able to take in a 120 V AC line.  However since that wasn’t necessary since we are only using 5V it wasn’t a problem not to use it.  Our design is safe by all standards.

Interference with other people's designs

Our system does not interfere with other people’s designs because we use physical addressing so the packets are only sent to specific Xbee chips that we specified and not all Xbee chips. 

Usability by you and other people

Our system is usable by everyone that is able to use a computer.  Our GUI makes it simple to turn on and off appliances.  Also our graph is very simple to read and is updated every 3 seconds so it makes it easy for people to see the power being used.

Conclusions

Overview

Overall, our results definitely met our expectations.  We set out to construct a wireless transmission system for an in-home display of energy usage (in our original project proposal), and ended up with an entire wireless relay control and power monitoring system with a home-load simulation.  Further, whereas we originally proposed using the Zigbee protocol, we thought this would be far too difficult after further reading on the protocol and on Zigbee operation with Xbee chips.  Find the Xbee-API and Xbee-Arduino open source software libraries allowed us to use a real networking protocol – and the one we first proposed – rather than using the Xbee chips as a dumb serial line replacement. 

Thus, rather than have our design conform to possibly no standards (if we had used the Xbee chips as serial line replacements), our project conforms with the Zigbee protocol, as already described. 

It is also worth discussing what we learned in this section from doing this project.  In doing the first 4 labs, we gained some experience using Atmel microcontrollers and various peripheral devices and software components.  We gained some experience reading data sheets and in designing circuits using those data sheets.  In this project, however, we had the experience of actually designing a system on our own, without much of a reference to go by. 

Further, we had the opportunity to quickly learn and make use of open source software packages and APIs.  It would have been very difficult for us to implement a Zigbee protocol stack using our Xbee chips without the help of the Xbee-API and Xbee-Arduino open source libraries, and in learning how to use these libraries we gained valuable experience in reusing code and learning how to not reinvent the wheel.  It also would have been difficult to generate real-time plots without JfreeChart. 
Things We Could Improve Upon

There are a number of things we wish we could have done had time allowed.  These are listed below:

         Rather than a specific current (and thus power) monitoring system, we could add functionality to send any data received by the remote Xbee to the PC

         Ability to save graphs (easy to add, but did not make it into this iteration of our design)

         Ability to control relays on multiple devices at once

         Make the Arduino-side code more general, so we could configure it completely by just sending commands from the PC

         Make the baud rate a configurable option (right now it is simply set to 9600) (easy change)

         Make the config file stored in a better location than my home directory

         Add optoisolation or another more robust current-monitoring system.  This is absolutely necessary if you are measuring the current on a 120 V AC line.

         More robust error checking (simply didn’t have time for this)

         Add flow control for the network; we found some instability when trying to send I/O samples every 500 ms or so because there simply isn’t time to send, process, and receive all of the packets and acknowledgements that are coming in to the PC-side Xbee via a serial port.

         Create a better interface for the Xbee than a simple serial port on the PC

         Add a battery source to the Arduino board (right now, it needs to be plugged in)

         Use a smaller Arduino platform and build this entire system directly onto a PCB

         Port the Xbee-Arduino package to AVR C for Atmel microcontrollers.  This could make our project more accessible for students who don’t want to learn a new platform such as Arduino.

These are simply a few of the many ways we could extend and improve upon our design.  Our hope is that future generations of ECE 4760 students think of interesting uses of our Zigbee transmission system and API, as well as the Xbee-API and Xbee-Arduino software packages.

IP Considerations

The legal implications of using open source software are discussed in some depth in the Legal Considerations section below. 

We did use a total of 4 open source libraries.  We've discussed Xbee-API and Xbee-Arduino in great detail.  Both of these projects are maintained by Andrew Rapp and are licensed under the GPLv3.  We also used the JfreeChart and Jcommon open source libraries for generating our plots.  These are both licensed under the LGPL.  Our code for both the PC side and the MCU side is based on examples provided by all of these open source projects. 

As far as patent opportunities, we were unable to find any home load simulation systems.  However, our use of open source code in our software design would likely make whatever we do have here not eligible for a patent.  We could potentially publish this on some sort of MCU website or blog, but it is not research in the sense that we'd have a chance of publishing this in an academic journal. 

Lastly, we did not sign anything, at any time, relating to this project.  While we are doing this project for a research group here at Cornell, we are under no contractual obligation to them, in any way, and were thus free to release our code under the GPLv3 open source license in order to ensure our use of Xbee-API and Xbee-Arduino was indeed legal (see Legal Considerations section below).

Ethical considerations.
Throughout our project we strongly adhered to the IEEE Code of Ethics.  We didn’t do anything that would harm the safety, health, and welfare of the public.  While in lab we followed extensive safety measures to ensure that we and everyone around us wasn’t in harm’s way.  We politely waited for our turn whether it was for a desk in the lab or access to a soldering machine.  We also took safety precautions while using machinery, for example wearing safety goggles while soldering.  We were very honest and realistic in stating claims or estimates based on data.  Whenever we weren’t sure of things or more specifically if we had questions based on estimates we can make we always double checked with Bruce or the TA’s before continuing on with the project.  We strove to improve the understanding of the technology we were using, its applications, and potential consequences.  We did extensive research, experiments, and tests of the new standards that we used in our project.  Since we got some code from an open source, we planned on contributing our project on the forum so other people can use it to further enhance or create new applications to use it.  Finally, we maintained and improved our technical competence and undertook technological tasks only if qualified by training or experience.  When we first needed to solder pin headers to the Xbee board we both had little to no experience soldering things so we asked the TA for help.  After practicing we became familiar with it and when other members in the lab needed help with soldering and we helped them.

Societal Impact

Alternative energy sources have been gaining in popularity.  Reasons for this include a desire for “clean” energy and increasing costs of more standard and conventional sources of energy.  Due to this increasing cost and desire to be “green,” a way to monitor home energy usage is useful.  This project enables energy consumers to more easily monitor and track their energy usage.  Currently, the way most people think of checking their energy usage is by manually reading their electricity meters, which is inefficient and provides very little information.  The more information people have regarding their energy usage patterns, the better able they will be to consciously reduce their energy consumption and therefore save money.  Further, the easier it is to integrate alternative energy sources into your home, the more likely people will be to pursue the use of such sources.

Legal considerations

Hardware

The Zigbee 802.15.4 standard is an open standard and is not patented or restricting in the way we can use it.  Regarding FCC regulations, the FCC requires that the signals are digitally modulated and that the following two requirements are satisfied for Zigbee wireless transceivers :

         Minimum 6 dB bandwidth of 500 KHz

         Maximum spectral density of +8 dBm/3 KHz

Further, the FCC requires that transmit power be less than 1 W (our antennas are on the order of a single milliwatt).

Software

As already stated, we used a number of different open source software libraries in our project. The two libraries that we used for Zigbee transmission via our Xbee chips were Xbee‐API and Xbee‐Arduino; both of these are distributed under the GNU General Public License Version 3 (GPLv3).

The terms of the GPLv3 are essentially this: you are allowed to use GPLv3 code in any project, whether it is commercial or not, but you must redistribute your modifications under the same license and inform your users of this by including the license with the software. Further, you must either include the source code with the binaries, or you need to make the source code available and tell your users where they can obtain a copy of it. The legal requirements for code that simply makes use of open source libraries via static or dynamic linking are much less clear. There are essentially three points of view:

(1)    Any linking to GPLv3 code requires your code be distributed under the GPLv3

(2)    Only static linking to GPLv3 code requires your code be distributed under the GPLv3

(3)    Your code can link to GPL code without being distributed under the GPL

The disagreement regarding these three points of view comes down to what constitutes a "derivative work" of GPLv3 code. Those taking the first point of view ‐‐ that any linking at all to GPLv3 code requires that your software be distributed under the GPLv3 ‐‐ consider a "derivative work" to be any piece of code that makes use of GPLv3 code in any way, while the others take a less strict stance.

For our project, this essentially means that distributing our software under the GPLv3 is the safest route to take. Thus, all of our code is licensed and distributed under the GPLv3.  Thus, we have done this and hosted our project on Google Code.

Appendix of Code

Our PC-side code is now hosted as an open source project on Google Code.  Javadoc documentation is here.

We have one code file that runs on the Arduino MCU.  This is based directly off of the example code Series2_Rx_Nss.pde which is part of the Xbee-Arduino open source package.

                #include <XBee.h>
#include <NewSoftSerial.h>
#include <WString.h>
 
#define COMMAND_START "CMD "
#define MAX_PAYLOAD_SIZE 72
#define NUM_OUTPUT_PINS 7
#define FIRST_PIN 2
#define MAX_COMMAND_SIZE 10
 
 
XBee xbee = XBee();
XBeeResponse response = XBeeResponse();
// create reusable response objects for responses we expect to handle
ZBRxResponse rx = ZBRxResponse();
ModemStatusResponse msr = ModemStatusResponse();
String payload = String(MAX_PAYLOAD_SIZE);
char outputPins[NUM_OUTPUT_PINS] = {2,3,4,5,6,7,8};
String cmdstring = String(MAX_COMMAND_SIZE);
 
// Define NewSoftSerial TX/RX pins
// Connect Arduino pin 9 to TX of usb-serial device
uint8_t ssRX = 9;
// Connect Arduino pin 10 to RX of usb-serial device
uint8_t ssTX = 10;
// Remember to connect all devices to a common Ground: XBee, Arduino and USB-Serial device
NewSoftSerial nss(ssRX, ssTX);
 
void setup() { 
              // start serial
              xbee.begin(9600);
              nss.begin(9600);
 
              nss.println("Starting up…");
 
              // Set pins to outputs
              for (char i = 0; i < NUM_OUTPUT_PINS; i++) {
                     pinMode(outputPins[i], OUTPUT);
              }
}
 
// This will continuously read incoming packets
void loop() {
   
              // Reset the payload field
              payload = ""; 
 
              xbee.readPacket();
   
              if (xbee.getResponse().isAvailable()) {
              // got something
          
              if (xbee.getResponse().getApiId() == ZB_RX_RESPONSE) {
                     // got a zb rx packet
       
                           // now fill our zb rx class
                           xbee.getResponse().getZBRxResponse(rx);
     
                           nss.println("Got an rx packet!");
           
                           if (rx.getOption() == ZB_PACKET_ACKNOWLEDGED) {
                           // the sender got an ACK
                           nss.println("packet acknowledged");
                           } else {
                                  nss.println("packet not acknowledged");
                           }
        
                           nss.print("checksum is ");
                           nss.println(rx.getChecksum(), HEX);
 
                           nss.print("packet length is ");
                           nss.println(rx.getPacketLength(), DEC);
       
                           for (int i = 0; i < rx.getDataLength(); i++) {
                                  nss.print("payload [");
                                  nss.print(i, DEC);
                                  nss.print("] is ");
                                  nss.println(rx.getData()[i], HEX);
                                  payload.append((char) rx.getData()[i]);
                           }     
       
                           for (int i = 0; i < xbee.getResponse().getFrameDataLength(); i++) {
                                  nss.print("frame data [");
                                  nss.print(i, DEC);
                                  nss.print("] is ");
                                  nss.println(xbee.getResponse().getFrameData()[i], HEX);
                     }
     
                     nss.println(payload);
     
                     // Now let's test a relay control system:
                     if (payload.startsWith(COMMAND_START)) {
                                  // This means we have a command (or series of commands) to execute
                                  //nss.print("payload begins with:");
                                  //nss.println(COMMAND_START);
       
                                  for (int i = FIRST_PIN; i < (NUM_OUTPUT_PINS+FIRST_PIN); i++) {
                                         cmdstring = "";
                                         cmdstring.append("RON");
                                         nss.println(cmdstring);
                                         if (i < 10) {
                                         cmdstring.append("0");
                                         }
                                         cmdstring.append(i);
                                         nss.println(cmdstring);
                                         if (payload.contains(cmdstring)) {
                                         digitalWrite(i, HIGH);
                                         }
         
                                         cmdstring = "";
                                         cmdstring.append("ROFF");
                                         if (i < 10) {
                                         cmdstring.append("0");
                                         }
                                         cmdstring.append(i);
                                         if (payload.contains(cmdstring)) {
                                         digitalWrite(i, LOW);
                                         }
                                  }
}
              }
              } else if (xbee.getResponse().isError()) {
              nss.print("Error code:");
              nss.println(xbee.getResponse().getErrorCode());
              }
}
Appendix of Schematics
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Appendix of Cost  

 
We were sponsored by a research/project group here at Cornell: “Smart Home Energy Monitoring System” so we were not restricted to total cost under $75.  We still strived for lowest cost possible and tried to order our parts from major vendors.
 
	Number
	Item
	Part Number
	Vendor
	Cost

	2
	Xbee 802.15.4 Series 2 Chip Ant
	XB24-BCIT-004-ND
	DigiKey
	$21.00

	1
	Xbee Explorer Regulated
	WRL-09132
	Sparkfun
	$9.95

	1
	Xbee Explorer USB
	WRL-08687
	Sparkfun
	$24.95

	1
	Arduino Main Board with Atmel Mega328
	DEV-00666
	Sparkfun
	$29.95

	1
	USB Cable A to B
	CAB-00512
	Sparkfun
	$3.95

	1
	USB miniB cable
	CAB-00598
	Sparkfun
	$3.95

	7
	Mechanical 5VDC Relays
	Z2320-ND
	DigiKey
	$5.93

	2
	WhiteBoard
	N/A
	Lab
	$6.00

	1
	390 Ohm Resistor
	N/A
	Lab
	$0.00

	1
	18 Ohm Resistor
	N/A
	Lab
	$0.00

	18
	Various resistors to model load from 330 to 100,000 Ohms
	N/A
	Lab
	$0.00

	 
	 
	 
	Total
	$168.26


 
Appendix: Member Tasks

Shrey Surana

         Circuit design

         Circuit experimentation

         Soldering and assembly

         Testing and Debugging

         Report

         Webpage creation

         Research about Zigbee protocol

         Research about Arduino

         Research about Xbee chips

Casey Worthington

         Circuit design

         Circuit experimentation

         Java Software

         MCU Software

         Testing and Debugging

         Report

         Research about Zigbee protocol

         Research about Arduino

         Research about Xbee chips

References

Data Sheets

1.       Xbee Chips- http://ftp1.digi.com/support/documentation/90000982_B.pdf
2.       Xbee Explorers- http://www.sparkfun.com/datasheets/Wireless/Zigbee/XBee-Explorer.pdf
3.       Arduino Main Board- http://arduino.cc/en/Guide/Windows
4.       Atmel Mega328- http://www.atmel.com/dyn/resources/prod_documents/doc8271.pdf
5.       HCPL-7520- http://pdf1.alldatasheet.com/datasheet-pdf/view/257648/AVAGO/HCPL-7520.html
6.      PCB Relays- http://pdf1.alldatasheet.net/datasheet-pdf/view/333689/OMRON/G6DS-1A-H.html
Vendor Sites

1.       http://www.digikey.com/
2.       http://www.mouser.com/
3.       http://www.sparkfun.com/commerce/categories.php
 
Code and Designs Borrowed From Others

         We looked at how a group in the year 2008 of ECE 4760 when attempting to implement opto-isolators and current sensing resistors to measure current.http://courses.cit.cornell.edu/ee476/FinalProjects/s2008/cj72_xg37/cj72_xg37/index.html
         We used (linked to) the following open source software packages and based much of our code on examples provided with these projects:

o   Xbee-API: http://code.google.com/p/xbee-api/
o   Xbee-Arduino: http://code.google.com/p/xbee-arduino/
o   JFreeChart: http://www.jfree.org/jfreechart/
o   JCommon: http://www.jfree.org/jcommon/
o   Eclipse Standard Widget Toolkit: http://www.eclipse.org/swt/
o   Java 6 API: http://java.sun.com/javase/6/docs/api/
o   Arduino Open Source Physical Computing Platform: http://www.arduino.cc/
Background Sources

In addition to the documentation provided with the above open source projects

         We extensively referenced the development guides and documentation provided with all of the open source projects listed above.

         IEEE 802.15.4 Task Group:  http://www.ieee802.org/15/pub/TG4.html and Wikipedia page: http://en.wikipedia.org/wiki/IEEE_802.15.4/ \

         The OSI Reference Model on Wikipedia: http://en.wikipedia.org/wiki/OSI_model
         The following books:

o   Lemieux, Jean-Michel and McAffer, Jeff. Eclipse Rich Client Platform: Designing, Coding, and Packaging Java Applications. Boston: Addison Wesley, 2006.

o   Kurose, James F. and Ross, Keith W.  Computer Networking: A Top-Down Approach, Fifth Edition.  New York: Addison Wesley, 2010.
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